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Staff Privacy Notice 

 
This privacy notice is relevant to current and former staff of Pathfinder Schools including full-time 

and part-time permanent and fixed-term employees and casual workers. 

One of our responsibilities is to tell you about the different ways we collect and use your personal 

data. This statement provides details about these uses. In addition to this statement, you may be 

given further information about the uses of your personal data when you use certain services offered 

by Pathfinder Schools. 

What information do we collect from you? 

During the course of your time working with us, we will collect, obtain and hold a range of data 

about you that may be able to identify you directly or indirectly. If and when you cease to the 

employed by us, we will continue to hold some data that we hold about you for a predefined period 

of time in order to fulfil our remaining tasks and obligations. 

Personal data 

The personal data that the Trust holds about you as a member of staff will include the following: 

 

• Personal information 

• Your name 

• Photograph 

• Employee user name 

• ID number 

• Date of birth 

• Gender 

• Nationality 

• National insurance (NI) number 

• Copies of documentation proving your right to work such as your passport or visa 

• Contact details. 

• Job information 

• Your role title and department 

• Information about your employment contract such as: 

• Start date/s 

• Hours 

• Contract type 

• Salary 

• Information about any benefits you have received 

• Details of periods of leave taken by you, including: 

o Holiday 

o Sickness absence 

o Family leave 
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o Sabbaticals 

• Your bank details for pay and expenses purposes. 

• Performance information 

• Assessments of your performance, including: 

o Appraisals 

o Performance reviews and ratings 

o Training you have participated in 

o Performance improvement plans 

o Promotions 

 

• Details of any disciplinary or grievance procedures in which you have been involved, 

including: 

o Any warnings issued to you and related correspondence. 

• Education and work history 

• Details of your: 

o Qualifications 

o Skills 

o Experience 

o Employment history 

o References given and received 

o Pension Information  

o In certain circumstances we will also hold limited information about your spouse, partner, or 

civil partner, or other individuals.  This is collected, for example, where you name them as an 

emergency contact or where shared parental leave is requested. 

o Your image-When this has been captured on school CCTV cameras. 

• Basic information about your activities in the Trust/School-Including use of information and 

communication systems, such as access times from swipe card access, or an IP address if 

you access information from a device. 

Special category data 

The Trust may also process some kinds of more sensitive information about you that is classed as 

‘special category’ data, and which receives additional protections under law, and in terms of our 

processing of it. 

 

This includes data about: 

• Health, medical conditions or disabilities 

• Religion or beliefs 

• Ethnicity 

• Political opinions 

• Sexual orientation 

• Trade union affiliations, where applicable. 

• For certain roles, we are required to seek information about past criminal convictions, working 

with children or vulnerable adults, and/or your fitness to practise in certain regulated 

professions. 
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How do we collect this information? 

Much of this data we will have asked you to provide to us directly when you started your 

employment. Alternatively, we may have asked you for it during your employment, or you may 

have provided it to us independently in order for us to help you with something. 

If we do not receive information directly from you, we either generate it ourselves (such as your 

Pathfinder Schools employee ID and username), or we receive it from third parties, such as: 

• HM Revenue and Customs (HMRC) 

• Pensions scheme providers 

• Disclosure and Barring Service 

• Occupational Health 

• Individuals or organisations that you named as a referee. 

We request data from you when you: 

• Submit a successful application for a job at the Trust 

• Complete your new starter and payroll forms and starting working with us 

• Update your personal record during your employment or ask us to update your record in 

any way 

• Supply emergency contact details - in which case we will assume that the person whose 

details you give us are happy for these details to be shared with us by you 

• Request shared parental leave, in which case we will receive the spouse/partner’s name 

and the name of their employer either from you or from your spouse/partner’s employer 

• Share it during the course of your employment, for example, during correspondence with 

you, during the annual appraisal process, if you need to take sick leave, or if your role 

changes. 

Why do we collect this information? 

We take our obligations around the handling of data very seriously, and it is therefore important 

for you to know the various lawful bases that we rely on under data protection law for the 

processing of your personal data. 

In order to be able to process your data lawfully, we must rely on a specific lawful basis, 

depending on the main reason why we need the data. Below we will explain these lawful bases 

and when they might be used. 

Necessary for the Trust to comply with a legal obligation 

We process data about you under this legal basis when we need to in order to comply with UK 

legislation, such as in the areas of employment for tax purposes or to comply with the Equality 

Act, or laws around health and safety in the workplace. 

Necessary for the University to perform a contract with you 

We process your data in order to carry out the contract of employment we have with you, or to 

enter into it in the first place – for example, ensure you can work in the UK, pay you a salary and 

keep records of disciplinary, complaint or grievance proceedings. 
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Necessary for the purposes of the Trust’s legitimate interests 

Sometimes we will process your data because we have identified a ‘legitimate interest’ in doing 

so. The legitimate interests we identify are determined through an assessment made by 

weighing our requirements against the impact of the processing on you. This is done to make 

sure that our legitimate interests will never override your right to privacy and the freedoms that 

require the protection of your personal data. 

Examples of when we will process your data in our legitimate interests are: 

• Providing you with a staff ID Card, Pathfinder Schools IT account, access to a Pathfinder 

Schools email account, and give you personalised access to buildings, IT applications, 

resources and network services such as WiFi 

• Monitoring use of IT services to ensure adherence to the Trust’s Acceptable Use Policy 

• Providing you with access to training and development services 

• Providing you with access to the online benefits and health and wellbeing cash plan 

portal and services to enhance reward offering and visibility 

• Enabling effective communications to you about Trust and school operations and to 

keep you informed and involved with what’s happening at the Trust 

• Contacting those people, you have named to be notified in the event of an emergency. 

• Operating and keep a record of employee performance and related processes to plan 

for career development, succession planning and workforce management purposes. 

• Using staff information to conduct strategic analysis, modelling and forecasting to help 

the Trust to plan ahead. 

• Analysing the effectiveness of a service that we provide, such as our annual staff survey.  

This analysis is carried out at an aggregate level so that you are not identifiable from the 

data. 

• Ensuring that we can keep Trust sites safe and secure, and taking measures to prevent 

and detect crime.  This involves capturing images of you in our CCTV system where these 

exist on individual sites.   More information about how your data is processed within the 

CCTV system can be found in the CCTV code of practice which includes a privacy notice 

for CCTV for sites where CCTV is in place. This is available upon request 

• With the Trust’s insurance brokers and insurers and related third parties, e.g. lawyers and 

loss adjustors for the purpose of risk mitigation, securing insurance cover, maintaining and 

administering that cover and processing any claims that may arise as a result. 

Necessary to protect your vital interests or those of another person 

• On rare occasions, we may need to access or share your information in order to protect 

your life or that of another person, for example in an emergency situation where we 

cannot gain your consent or to do so could endanger life. We will only rely on vital 

interests in extremely limited circumstances when no other legal basis is available. 

You have given us your consent to process your data for a specific purpose 

We may sometimes ask for your consent to do something that involves use of your personal 

data. We will do this where no other lawful basis applies and where it makes sense to give you 

the highest level of control over how your data is used by us. 
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For this reason, we will not ask for your consent very often where your data is being processed 

for employment reasons because one of the other lawful bases listed above will often be more 

appropriate. 

However, you would be asked to specifically consent to the processing of your data if, for 

example, we wished to use your image in marketing materials; wished to send you marketing, 

or to process your data where we cannot rely on one of the above bases. 

Processing in the substantial public interest 

For the purpose of securing insurance cover for the general protection of the Trust and its staff, 

maintaining and administering that cover and processing any claims that may arise as a result. 

Processing for limited purposes 

The Trust does not use profiling or automated decision-making processes which means that 

people are involved in every decision about you. 

HR uses an outsourced company that carries out psychometric assessments with leaders and 

managers and they utilise the information to provide an understanding of behavioural 

preferences. They will only do so having put in place appropriate measures to safeguard your 

rights and with your explicit consent. Refusal will not be to your detriment. 

Processing your special category data 

Sensitive personal data, called “special category” data in the legislation, receives extra 

protection under data protection law. The Trust can only process it if we have an additional 

lawful basis to rely on and meet higher standards for safeguarding it. 

Special category data is defined as information which reveals: 

• Your race or ethnicity, religious beliefs, sexual life or orientation, or your political opinions. 

• A trade union membership. 

• Information about your health, including: 

• Any medical condition, health and sickness records 

• Occupational health referrals; 

• Where you leave employment and the reason for leaving is determined to be ill-health, 

injury or disability, the records relating to that decision; 

• Information required for medical physicians and / or pension providers; and 

• Details of absences from work (other than holidays) including time on sick leave or 

statutory / family leave. 

Of the lawful bases available to us, those the Trust is mostly likely to rely on in relation to staff 

data are the following: 

• Processing is necessary for the establishment, exercise or defence of legal claims against 

the Trust 

• We have asked for and received your explicit consent to process your data for a specific 

purpose 

• Processing is necessary for us to carry out our obligations or exercise our (or your) rights 

under employment, social security and social protection law 
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This would apply when, for example, we: 

• Keep a record of reasonable adjustments for a disability to allow us to meet our 

obligations under the Equality Act 

• Ensure that you are physically fit to work in a particular role 

• Set up a voluntary salary deduction to a trade union 

• Processing is necessary for purposes of preventive or occupational medicine and to 

assess your working capacity as an employee 

• This would apply when we obtain advice from medical professionals from Occupational 

Health with regards to adjusting your working practices due to a health condition. 

Processing is necessary to protect your life or someone else’s 

We will rely on this basis on rare occasions when we cannot reasonably get your consent for 

whatever reason. 

Processing is necessary for statistical purposes 

Where this is based on UK law, respects your right to data protection and where measures are 

taken to safeguard your rights and freedoms, such as through the collection of minimal data. 

How long do we keep your information? 

As a principle, information about you will not be kept for longer than it is needed for the purpose 

it was collected. 

The Trust has records retention schedules which document for how long different information is 

required.  As the retention schedules indicate, we need to keep different data for differing 

periods of time, and you will always be told how long your personal information will be kept, or 

how we calculate this – this will either be when you give it to us, or if you don’t give it to us 

yourself, as soon as possible after we obtain or receive it. 

If you have any queries regarding how long we keep your data that are not answered in the 

schedules, please email askhr@pfschools.org.uk  

When it is no longer required in line with its retention period, personal information is securely and 

permanently destroyed. 

Who do you share your information with? 

Whilst you are working with us, we will need to share certain information both internally between 

departments and with external parties. As a principle, only minimal information will be shared as 

necessary and only where we have identified a lawful basis or exemption for doing so, and the 

data is proportionate to the need. There is guidance and governance in place to help staff to 

ensure that only the necessary data is made available to other departments or third parties who 

would not otherwise have access to it. 

Some information must be shared by HR with other departments to complete essential tasks 

related to your employment, such as payroll, occupational health, pensions and arranging 

access to IT services. 

Other purposes for which personal data may need to be shared internally 

• Analysis to ensure our compliance with equality of opportunity and diversity legislation 

• Allow for line managers to provide staff with sufficient support in their role 

mailto:askhr@pfschools.org.uk
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• Ensuring our compliance with legislation, regulation and our own internal controls 

• Strategic analysis, planning and forecasting 

• Investigating alleged employee misconduct 

• Third parties with whom information about staff may need to be shared by the Trust 

• HMRC, or Health and Safety Executive (HSE) to meet statutory reporting obligations 

• External pensions providers to administer staff pensions 

• Occupational Health 

• Disclosure and Barring Service to obtain criminal record checks for identified roles 

• Law enforcement agencies for the prevention or detection of crime 

• External auditors 

• Legal advisors to the Trust, and court of law as necessary 

• Emergency response services as necessary to protect your vital interests or those of 

another person 

• Public Health England when we are requested to do so 

• Westfield Health who will manage the online benefits portal and Health and Wellbeing 

Cash Plan on behalf of the Trust 

• Third parties who carry out aspects of processing on our behalf, such as mailing houses 

• With the Trust’s insurance brokers and insurers and related third parties, e.g. lawyers and 

loss adjustors for the purpose of risk mitigation, securing insurance cover, maintaining and 

administering that cover and processing any claims that may arise as a result. 

In most cases, information about how your data is shared will be given to you closer to the time 

by the relevant department. 

Data will be stored in a range of different places in HR management systems including third 

party platforms and on other IT systems (including email). 

If you would like more information about who we share information with please contact: 

askhr@pfschools.org.uk  

How do we protect your data? 

We have internal policies and controls in place to try to ensure that your data is not lost, accidentally 

destroyed, misused or disclosed, and is not accessed except by our employees in the performance 

of their duties. Further information explaining how your data is protected is included in the Pathfinder 

Schools Data Protection Policy. 

Where we engage third parties to process personal data on our behalf, they do so on the basis of 

written instructions contained within a contract, are under a duty of confidentiality and are obliged 

to implement appropriate technical and organisational measures to ensure the security of data. 

What rights do you have in relation to how we process your data 

As an individual whose data we process (a data subject), you have certain rights in relation to 

the processing. Find detailed information about your rights as a data subject. 
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You have the right to: 

• Withdraw your consent for us to process your personal data where we have relied on 

that consent as our basis for processing your data. 

• Ask us to confirm that your personal data is being processed and to access (i.e. have a 

copy) of that data as well as to be provided with supplemental information about the 

processing. 

• Request that we rectify any inaccuracies where the data we hold on you is inaccurate 

or incomplete. 

• Have your data erased by us, although in certain circumstances we may not be able to 

do this.  

• Restrict the processing of your personal data in certain ways. 

• Obtain your personal data for reuse. 

• Object to certain processing of your personal data. 

• If you would like to exercise any of your rights please visit our make a privacy request 

section. 

Make a complaint 

If you have any concerns about the way that we have handled your personal data please 

email askhr@pfschools.org.uk as we would like to have the opportunity to resolve your concerns. 

If you’re still unhappy, you have the right to complain to the Information Commissioner’s Office 

(an independent body set up to advise on information rights for the UK) about the way in which 

we process your personal data. 

 

 

 

 

 

 

 

  

 

 

 

 


